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OVERVIEW

The Smart Gateway can be used as a traditional gateway following the normal Viper user guide
procedures or you can choose to transition tasks where you previously used a laptop or a Virtual
Machine to now directly run on the gateway. There is also an opportunity to connect instruments
directly, eliminating the need for LINCs.

SMART GATEWAY BENEFITS

Longer Battery Life (15 hours)

Internal Laptop — Run Survey Controller Locally, eliminating need for VM & potential to run other
data acquisition software in parallel (ProRAE Guardian)

MeterApp To Monitor Battery Life, Gateway Temperature, Disk Space & RAM

External serial Port can be used to directly connect an instrument without a LINC

Connect additional instruments via USB/Serial connections and virtual com ports

Auto-Detects SIM Card Provider and Selects Appropriate Firmware

Built-In GPS — Coordinates Distributed to All Attached Instruments

OTHER DIFFERENCES

No Mesh Radio — (external add-on module under development by Safe Environmental Engineering)
Ability To Use Multiple Internet Sources with Private IP Addresses and Still Push Data to
Deployment Manager (Technically Advanced Feature).

Potential for Bluetooth Instrument Connections

ERT Support: 800-999-6990 Page 3
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SMART GATEWAY HARDWARE INFORMATION

EXTERNAL PORTS
1. HDMI Monitor Port
Connect an external monitor to the internal
laptop.

2, RJ45 (Ethernet) Port
Can be configured as LAN or WAN

a. LAN — Connect instruments with
Ethernet Outputs (i.e., SPM Flex)

b. WAN — Obtain internet access from
an external network via hardwired
Ethernet (home/work internet
connection).

3. USB Ports
Can connect external keyboard and mouse
to to the internal laptop or can be used to
connect Serial (RS-232) instruments.

NOT ACTIVE
FUTURE VOLTAGE

4, Traditional LINC Cable port (Gen 3 and ~
Above)
Connect an instrument using a traditional
LINC cable. The MeterApp will be configured
for a Serial connection. The port label will
indicate the Com Port number assigned to
that connection.

s =

5. Smart Gateway External Power Connection
Connect the power cord to run the gateway with power or to charge the internal battery. The internal
battery lasts 15 hours with the internal monitor off. Battery strength can be monitored via the Smart
Gateway MeterApp.

6. Port is currently not active

It is expected that in the future, this port will be used for connecting instruments that output data via
voltage.

ERT Support: 800-999-6990 Page 4
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ANTENNAE AND SIM CARDS

The stubby GPS
antenna connection is
fight. Install the
Cradlepoint paddie

antennae FIRST so the

GPS antennae will fit

To insert the SIM card, remove the two screws on the SIM door, install the SIM in either slot, put the
screws back in. (Gateway will not boot up if the SIM port screws are out)

FIRST TIME INSTALLATION: When installing your SIM card for the first time, leave the gateway

powered on for several hours in order to allow the SIM card to obtain its IP Address and register
itself on the internet.

Interpreting LEDs on the Gateway:

LEDS

INDICATOR ~ BEHAVIOR

| POWER The Cradiepoing iBRSOOMBRESH muse be powesed using a0 appeowed 8-33 V O
O PR SEHITTE

Groon = Poagred 08

Mo Light = Mot nedeiving nower. Check the power swifth and the powes source connection.

— WIFI activity (JERY00 onky)
L ]

EPS Indicates the starus of (PS comnECnIon

<

Bhie = PS5 Inckiad
Blinking Bl « Obeaining Mok
«  MeLght « ONno lock

"i" INTEGRATED MDDEM IndScated infaimation About IR irtspiated madem
GAEEn = Modem has establshed an aC0ive Connectior
Biking Gres = MOGBM iS5 [BISCTnD

B Mo modem g u
Bk i]je8 f resertng
Mo Light = M 3l L& ol

SIGNAL STRENGTH Blue LED bars inckate the active modems signal strength
4 Sobic Bt = SEROQEt Sipnal

1 Blinking Bar = Waakest signal. (A blinking bar indicates half of a bar.]
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GATEWAY NAME AND POWER SWITCH

Gateway Name:

The Gateway Name is labeled on the side of the
gateway with the handle. The gateway name is
EPAERTXXX where X represents a unique number.

Power Button:

Depending on the build of your Smart Gateway, the
power switch can be either a toggle switch or a push
button. The toggle switch is convenient in that it
allows the gateway to remain on when switching
between shore power and battery. However, it is easy
to accidentally turn the switch on/off when picking up
the gateway or when packing the gateway in a case. If
it is necessary to ship the Gateway, it is recommended
that a piece of tape be applied over the switch to keep
it in the off position during shipping.

Motherboard Reset Port:

There is a port covered by a screw that allows for a
hard-reset of the gateway motherboard. See the
troubleshooting section later in this manual for
additional details.

ERT Support: 800-999-6990 Page 6



1. Cradlepoint IBR900LP6 Router

https://cradlepoint.com/products/cor-ibr900-series
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INTERNAL EQUIPMENT

The photo here is for illustration
Purposes only. There is typically NO
NEED to open a Smart Gateway

- Auto-detects SIM provider and selects

appropriate Firmware

- Can obtain internet access via Ethernet and

WiFi in addition to Cellular signals

- Obtains and provides GPS for instruments
that are directly connected to the gateway

- Broadcasts WiFi (EPAERT1)

2. Touch-Screen Monitor & Gateway Battery

- Access to the internal laptop if Remote

Desktop Connection and External

Monitor/Keyboard/Mouse are not working.

Behind the touch-screen is the gateway’s

battery (black).
3. Internal Computer Info
- Windows 10 — 64 Bit 4 GB RAM

- 64 GB Hard Drive (40 GB
Free)

View basic information about your computer

Windows edition

Windows 10 Enterprise 2016 LTSB
© 2016 Microsoft Corparation. All rights reserved.

System
Processor, Intel(R) Atom(TM)x5-28350 CPU @ 1.44GHz 144 GHz
Installed memory (RAM): 4,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Pen and Touch Support with 10 Touch Paints

ERT Support: 800-999-6990
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USING THE SMART GATEWAY

The Smart Gateway contains both a Cradlepoint Router and a laptop. Login to the laptop to run Viper
Survey Controller locally. Login to the Cradlepoint Router to determine internet connection status and to
change internet configuration.

Logging in to the Internal Laptop

The internal laptop in the Smart Gateway serves a few purposes. First, the laptop acts as its own ‘virtual
machine’. Viper Survey Controller can be configured and managed on the Smart Gateway, and as long as
a SIM card is installed, Survey Controller can be managed remotely — similar to an ERT-provided Virtual
Machine. There is also a ‘Smart Gateway MeterApp’ that runs on the internal laptop. This ‘MeterApp’
monitors the performance of the Smart Gateway, including metrics such as temperature, battery life, disk
space, etc.

The recommended option for logging in to the Smart Gateway’s internal laptop is through Windows Remote
Desktop Connection from another laptop or tablet.

Windows Remote Desktop Connection from within the EPAERT1 WiFi Network

The steps below illustrate how to access the Smart Gateway laptop from the EPAERT1 WiFi Network

o Power on the Smart Gateway. Wait at least 5

minutes before trying to login | Remote Desktop
« Connect a laptop (or mobile device capable of ») Connection
running Remote Desktop Connection) to the
EPAERT1 WiFi network . Computer: | EZATEED .
e Run Windows Remote Desktop Connection
. Computer Name = 192.168.4.4 Username: lfelinesmartgateway
° Username = \LifelineSmartGateway fou will be asked for credentials when you connect.
« Click the Connect button
o Contact ertsupport@epa.gov to obtain the v Show Options Help
password

« Enter the password obtained. Click OK.

o Click Yes past the security warning screen

e The Smart Gateway Windows 10 screen will be displayed in the Remote Desktop window. Operate the
Smart Gateway laptop as you would any other laptop.

Windows Remote Desktop Connection via the Internet

The steps below illustrate how to access the Smart Gateway laptop using Windows Remote Desktop
Connection from a laptop that is not on the EPAERT1 WiFi network. This method requires that the Smart
Gateway has a SIM card installed and the SIM card is using a Public IP Address. If you are unfamiliar with
determining the IP Address of the SIM card installed, refer to Section 10/Step 5 of the ERT Viper User
Guide or contact ERT Support for assistance.

« Power on the Smart Gateway. Wait at least 5 minutes before trying to login
« Gateway SIM must have a public IP Address

ERT Support: 800-999-6990 Page 8



« Using an internet-connected laptop or mobile device
(not on the EPAERT1 WiFi network), run Windows
Remote Desktop Connection

o Computer Name = the EXTERNAL gateway address
followed by :7000 (i.e.,
EPAERT265.SAFEENV2.COM:7000)

e Username = \Lifeline SmartGateway

o Contact ertsupport@epa.gov to obtain the password

o Enter the password obtained. Click OK

o Click Yes past the security warning screen

e The Smart Gateway Windows 10 screen will be

US EPA Environmental Response Team
User Manual For
Viper - Smart Gateway

| Remote Desktop
»¢) Connection

Computer: | aert 265 safeenv 2 com: 7000

Username: Ifelinesmartgateway

You will be asked for credentials when you connect.

(= Show Options Help

displayed in the Remote Desktop window. Operate the Smart Gateway laptop as you would any other

laptop.

External Monitor, Keyboard and Mouse

Power on the Smart Gateway

Internal Touch Screen Display — Last Resort

Connect an external HDMI monitor to the HDMI port on the back of the Smart Gateway
Connect a keyboard and mouse to the USB ports on the back of the Smart Gateway

The Smart Gateway Windows 10 screen will be displayed on the external HDMI monitor

Remove the 7 torx screws holding the Gateway closed
Open the Gateway
The monitor is a touch screen with a virtual keyboard

If the monitor doesn’t wake-up when you touch the screen, use the ‘PC
Wakeup’ button located inside the Gateway below the Cradlepoint

router.

Locafion of Ton Screws

ERT Support: 800-999-6990
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Troubleshooting the Internal Laptop (Motherboard)

In some instances, the internal laptop doesn’t boot up at all. There are two (2) options for resetting the
laptop.

Option 1:

« Remove the 7 torx screws holding the Gateway closed

« Open the Gateway and power it up

o Depress the ‘PC Wakeup’ button for 30 seconds

« Release the ‘PC Wakeup’ button and power the gateway off and on

Location of Jorx Screws

Option 2:
« With the Smart Gateway powered up, back out the torx set screw (circled below in red). After removing
the screw, insert a device that is long enough to depress the interal reset button for 30 seconds. The

reset button is small and will only depress a tiny bit. After 30 seconds, stop depressing the reset button

and remove the device being used. NOTE: The torx wrench from option 1 above can be used to reset
the laptop.

« Power the Smart Gateway off and on.

NOTE: The port may not directly line-up with the motherboard reset switch. Contact ERT Support if
you are not successful with Option 1 and/or 2.

ERT Support: 800-999-6990 Page 10
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Troubleshooting Remote Desktop Connection to the Smart Gateway
1. Can’t connect via Remote Desktop Connection from within the EPAERT1 WiFi network:

If you can’t use Remote Desktop Connection locally to access the Smart Gateway Laptop from a computer
or mobile device connected to the EPAERT1 WiFi network, you have two options:
o Connect an external (HDMI) monitor, USB keyboard and USB mouse to the ports on the back of the
Smart Gateway
¢ Open the Gateway and use the touch screen monitor.

If you are able to connect to the Internal laptop using one of the two options above, follow the steps below
to verify that the internal Smart Gateway Laptop has the correct IP Address (192.168.4.4). If you cannot
access the Smart Gateway at all, please contact ERTSupport.

Check the IP Address of the Smart Gateway Laptop:

There is an IP Address Reservation in the Cradlepoint which is supposed to maintain the IP Address of the
laptop. By default, the laptop IP Address should be 192.168.4.4. The steps below illustrate how to check
the IP Address of the internal Smart Gateway Laptop.

On the Smart Gateway Laptop:
To see the Smart Gateway Laptop’s IP
Address
e Click the search icon and type
CMD and press enter to open a
command prompt
o Type ‘IPCONFIG /all’ and press
enter
e Look under the Ethernet Adapter
section for the Ipv4 Address and
make note of what that says
e Also, under the Ethernet Adapter
section, make note of the Physical
Address

Follow the steps in this guide to correct the IP Address if it is NOT 192.168.4.4:
https://response.epa.gov/sites/5033/files/Correcting_ A _Smart_Gateway Laptop |IP_Address.pdf

Check the IP Address Reservation on the Smart Gateway Cradlepoint:

To see the IP Reservation: cracirpeunt =
e On the Smart Gateway Laptop, open a browser and NetCloud mm
type 192.168.4.1 to access the Cradlepoint Router B B Setmorting = Loal Betwmrie = D15 Server
e Contact ertsupport@epa.gov to obtain the
password
¢ Navigate to ‘Networking’ — ‘Local Networks’ —
‘DHCP Server’
e There should be a Reservation for the Smart o
Gateway Laptop. The reservation’s hardware " Lacs Meswtz
address should match the Smart Gateway Laptop’s e g
physical address and the IP Address should it
match the Smart Gateway’s IP Address (R Sarve

ERT Support: 800-999-6990
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2. Can’t connect via Remote Desktop Connection over the internet:

and you can’t use Remote Desktop Connection to access the internal laptop on the Smart Gateway, check
that the “Remote Desktop Connection Port Forwarding Rule” is properly configured on the CRADLEPOINT

router.

The steps below illustrate how to check the Port Forward Rule in the Cradlepoint.

Option 1 Login to the Smart Gateway Cradlepoint from within the EPAERT1 Wifi network:

OR

Connect a laptop of mobile device to the EPAERT1 network

Open a browser and type 192.168.4.1 to access the Cradlepoint Router
Contact ertsupport@epa.gov to obtain the password

Follow steps for checking the Cradlepoint port forward rule below

Option 2 Login to the Smart Gateway Cradlepoint over the internet:

To access the Cradlepoint Gateway over the internet, the Smart Gateway must have internet access
(working SIM Card, etc)

From a laptop or mobile device, open a browser and type EPAERTxxx.safeenv2.com:8080 to
access the Cradlepoint Router

Contact ertsupport@epa.gov to obtain the password
Follow steps for checking the Cradlepoint port forward rule below

Check the Cradlepoint Port Forward Rule

Navigate to ‘Security — Port Forward & Proxy’
The Internet Port should be ‘7000’. If it is not, edit the Internet Port and change it. Click Save.

-
I

v Zone Firewall

Zone Definition

Filter Policies

Port Forwarding Rules

& Add € Remove

tio:

Gl 1 RDE 77T 192.168.4.4:3389
Network Prefix Translation
Remote Access Restriction
Port Forward & Proxy

£ Edit RDC £ Edit RDC

Name: | RDC
Enable: .4
Internet Port(s) >
Local Computer: 192.168.4.4 (DESKTOF
Local Port{s): 3389 > | 3389

Protocol: | TCP & UDP

Name: RDC
Enable:
Local Computer:  192.168.4 4 (DESKTOF
Local Port(s): 3389 -» 3389

Protocol: TGP & UDP

& Add

1 RDC

Internet P...

7000

Port Forwarding Rules

£ Remove

Forwarding to

192.168.4.4:3389

ERT Support: 800-999-6990
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Logging in to the Cradlepoint Router

The steps to login to the Cradlepoint Router on a Smart Gateway are the same as a traditional
gateway. See Section 10/Step 4 of the ERT Viper User guide for additional details.

Quick Reference Sheet for Accessing the Smart Gateway Laptop & Cradlepoint

Accessing the Smart Gateway’s Internal
Laptop

Accessing the Cradlepoint Router

Option 1a: Windows Remote Desktop Connection via

EPAERT1 WiFi Network

e Connect a laptop or mobile device capable of running
Remote Desktop Connection to EPAERT1

¢ Run Windows Remote Desktop Connection

e Computer Name = 192.168.4.4

e Username = \LifelineSmartGateway

e Contact ertsupport@epa.gov to obtain the

password. Enter password and Click OK

e Click Yes past the security warning screen
Option 1b:Windows Remote Desktop Connection via
the Internet

e Must be using an internet source with a public IP
Address in the Gateway (Cradlepoint)

e Using an internet-connected laptop or mobile device
capable of running Remote Desktop Connection
software, run Windows Remote Desktop Connection

e Computer Name = The EXTERNAL gateway address
followed by :7000. i.e.,
EPAERT231.SAFEENV2.COM:7000

e Username = \LifelineSmartGateway

e Contact ertsupport@epa.gov to obtain the
password. Enter password and Click OK.
e Click Yes past the security warning screen

Option 1: Via the EPAERT1 WiFi Network

e Connect a laptop or mobile device to the EPAERT1
WiFi network

e Open a browser and type 192.168.4.1

e Contact ertsupport@epa.gov to obtain the

password

Option 2: External Monitor, Keyboard and Mouse

e Connect an external HDMI monitor to the HDMI port on
the back of the Smart Gateway

e Connect a keyboard and mouse to the USB ports on
the back of the Smart Gateway

Option 2: From the Internal Smart Gateway Laptop
e Open a browser and type 192.168.4.1

¢ Contact ertsupport@epa.gov to obtain the
password

Option 3: Open the Gateway
e Remove the screws holding the Gateway closed
e The monitor is a touch screen with a virtual keyboard

Option 3: From an outside Internet connection

e Must be using an internet source with a Public IP
address in the Gateway (Cradlepoint)

e Open a browser and type the Smart Gateway’s
external DNS Name labeled on the outside of the
Gateway (EPAERT231.SAFEENV2.COM:8080)

e Contact ertsupport@epa.gov to obtain the

password

ERT Support: 800-999-6990
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Section 1 — Using the External Ports on the Smart Gateway
The Smart Gateway has four (4) external ports for connecting instruments. There is one (1) port to
which a traditional gateway LINC cable can be attached (COMx), an Ethernet Port and two (2) USB
ports which can be configured to communicate with RS232 Serial connections. There is an
additional port for future expansion which could potentially be used for instruments that output
voltage, but the port is currently not functional. Refer to the ‘Smart Gateway Hardware Information’
section of this document for additional details.

The external LINC port on the Gateway will be assigned a COM port number that matches the
setting in Windows on the Laptop inside the Gateway. The LINC numbers that are added to Survey
Controller will represent the COM port to which the instrument is connected. It is recommended that
a standard naming convention be used for these custom LINC numbers. For cnsistency, keep the
name convention with the 1000 series and include the COM Port number for the connection. For
example, when connecting a cable to a port assigned COM5, a LINC will be added to the equipment
inventory in Survey Controller with a number of 1005. If connecting an instrument to a port assigned
COMBG, the LINC number in Survey Controller would be 1006, and so on. The COM port should be
identified using Windows Device Manager for each instrument attached via USB prior to adding to
Survey Controller. NOTE — An SPM Flex will NOT be assigned a COM port number since it
connects to the Ethernet port on the Smart Gateway. See the SPM Flex section for additional
details.

Using COMXx (Traditional LINC Cable Port)

When using the traditional LINC cable port on the Gateway (Gen 3
and above), note the COM port number labeled on the outside of the
Gateway. Substitute that number for the COMx reference in the
steps below.

Login to the Gateway’s internal laptop. Refer to the ‘Accessing the Smart Gateway’ table above
for login options.

. Add a custom LINC number for COMs to Survey Controller. For illustrative purposes, COM5 will be
used.

ERT Support: 800-999-6990 Page 14



3. Add the Smart Gateway to Survey Controller
The process of adding a Smart Gateway is the same as adding a
traditional Gateway.
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Select ‘Lifeline Equipment Inventory’ from the Survey Run MeterApps [ Lifeline | Data Viper Serfer
Controller Menu

At Hini: Equipment Inventory...

Click the Add button immediately under the Lifeline LINC(s)
section

Enter a LINC number of 100x (the COM port number
labeled on the outside of the Gateway). This LINC
number will be used for any instrument connected to the
COMx traditional LINC cable port on the Gateway. See
the overview above for additional information on Cancel | 0K
assigning custom LINC numbers.

Select which instrument is connected to the port. If a different instrument will be connected

to that port at a later date, simply modify the 1005 ‘LINC’ number and select the appropriate
instrument. Stated otherwise, LINC 1005 will always represent the COMS5 port on the Smart
Gateway.

I orter for the Survey Controler bo property configune Lfiine MeterAops. & nseds to know sbout the
Leine Gateways and LINC's that wil be used

Click OK. [ieinetausect oy S

Open VIPER Survey Controller. From the menu, select el
Lifeline>Equipment Inventory e

Under the Lifeline Gateway(s) and Mesh Network(s) dialog

box, click Add. =

Enter the Gateway name. The Gateway name | fe oo L

will be affixed to the outside of the Gateway

case. Gateway Mame: IEPAEHT231

Enter the External address of the Gateway. Bt At IEPHEHTZ?}'I.SF.FEENVE.COM
NOTE: The external address is always the

Gateway Name followed by .safeenv2.com.

Click OK when finished. e oK

ERT Support: 800-999-6990 Page 15
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4. Creating a Run on the Internal Smart Gateway Laptop

The instructions below illustrate an instrument Run | MeterApps Lifeline Data Viper Server
connected to the traditional LINC cable port on the | [NewRun | From Scratch..]
Smart Gateway that is assigned a CQMS port number. S A Fenpates From Template...
e Run Survey Controller on the internal Gateway
laptop
e From the menu, select Run>New Run>From Scratch
e Click Next on the Viper Run Configuration Wizard
[Fvun contpmmnwea R JRT=IE
. i i . In the space below, please provide a unigue name for the Run, and a brief description of the
o Complete the Run Description information “
. The Run Description might include the purpose of the survey, and/or any details that may help
¢ Run Name/ID — Include the Region and name of ilepre the rcorded g
the site/response exercise :%Em%ﬂ‘d;;‘g e o Do, s omton i ks
. . . . . interpi 8 recol ]
e The run description is required and could include
. . . Run Name/1D- IHDZ’.’VestheWarehnusE1EL2I}2D14
the instruments involved in the run, as well as the  meme—t—e—r—
SCOpe of Work iperimeter location
o The Location Description is optional, but helpful RERAEL FER B o level was esablehed 2t 150 ug/nd
for further identification of the run
e Click Next Back Cancdl
Usingthe "Add...", "Edit...", and "Remowe" buttons below, specify the corfiguration of each
LINC to be used in this Run.
Along with each LINC's name {.e. ".34"), youl also need to know which Gateway it is
connecting to, and whether to use the local WiFi or global Cellular network to communicate
with the LINC.
. . . LINC Configuration:
e Click Add on the LINC Configuration screen UNC Nome._ et Gaoway  Comm ade
.|
[ Back Cancel Next
e From the Gateway dropdown menu, select the
Smart Gateway to which the instrument is
connected. If the gateway does not appear in e
the list, it must first be added to the Lifeline i :
X * Lifelne " Genenc CAP Stream
Equipment Inventory
Gateway: |EPAERT231 =
e Select the custpm LINC that reprfasents the LINC: [ 1005 - AreaRAE ]
COM port to which the instrument is attached.
LINC 1005 is selected for illustrative purposes. Comm Mode %
If the LINC does not appear in the list, it must
first be added to the Lifeline Equipment
Inventory
e Select a Comm Mode of WiFi since the run is il e
being configured on the version on Survey
Controller running on the Smart Gateway
ERT Support: 800-999-6990 Page 16




Continue through the run configuration screens.
Reading intervals can be configured and fixed

coordinates can be entered; however, the Smart

Gateway will provide coordinates if none are
entered. Click Finish on the Run Configuration
Complete window.

Click Yes when prompted to Start Recording Data

US EPA Environmental Response Team
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FE&

=
F& Run Configuration Wizard

Run Configuration
Complete!

Congratulations! Yiou have successtully configured this Run,

Click "Finish'" to close this Wizard

5. Configure the MeterApp for a Serial connection to the instrument

Unlock the MeterApp
To obtain the unlocked password, use the

SEEPasswordGeneratorPlus.exe (in the ‘Meters’
folder on the desktop). Click on Admin — Unlock in
the MeterApp and enter the code from the password

generator.

Stop the MeterApp by clicking the Run option i
Menu and select Stop

Open the ‘Data Input Settings’ tab

Under ‘Virtual Communications Settings’ section,

enter ‘Com5’ for the port (use the Port
number labeled on the outside of the Smart
Gateway) [
Select the appropriate baud rate for your
instrument (refer to the Instrument section
of the Viper Guide)
Remove the checkmark from ‘Chk-Bat Sig’
(may also say Chk-Bat Volt)
Put a checkmark in ‘Use Serial Direct
Connection. NotWiFi’
Under the ‘GPS.Default TCP Optional UPD
Serial or MC Listen’ section
e Inthe IP box, enter 192.168.4.1 (this
will obtain the GPS from the
Cradlepoint)
¢ In the Port box enter 8024
e Put acheckmark in Get GPS

[ 518208 =]

=

n the =

SafeEanon itor - Safe Environment Engineering Version (2.6.2.14) LibVersion (11.1.3.0)

Fie Edit Admin Help
AreaRAE | Chat Al | CAP Mett| GPS | SEECAM Meter Settings | Log | IntetOperatity | NONE | NONE | NON

LINC Settings
Meter's IP Address Fot Mo Data Timer Pol Rate {ms) Stagger CMDs (ms)

192.168 Inset lngert | 8023 |30 3: " Wait NDT 2000 3: 0 3

Group Identification

Separate LINC IP Bat Port Bat Timeout License CompMac ™ Sourcefile Identfication

23 0 3: ll' wamwnllﬁsm&sﬂcm [parreaericrs [

GPS. Default TCP. Optional UDP Serial or MCLister

Visiblity (Task Bar lcon)

onnected

P Port
192.168.4.1 W ™ ubp ] ™ Hide ffun as task icor) HideNow
End of record two ~| End of Record Switch
WV Get GPS I LogGPs ___GPS Bty |60 = |
I Use MCList [ OMSFm  StleGPS [0 = e
& et 28 Tai Fle Name W Unicode Browse

I Serial |com! [ETE A [

irual Lommunications ings
Port Baud Parity Databits  Stopbits  FowCortrol ReadTimeout

com5  [19200 w|[nore ] B ®] |1 ] [Nemelw| [0 = 4 W R1s W DR

¥ Use Serial Direct Connection. Not WiFi._Note: ReadBatiVoltage? WatBeroreRead [5002]
" PostTetra TatraPort [COM1 w|  Tetralntval [30=] TetmSSID [0123456 TestTetraSend | [~ Data Not Headine

I” Meter Proxy MATCH TetraSSID.

SDSClientTestng ¥ Wrap [ JustClient [ SDSClient Jlocalhost:5006 |+

Configure | Save Settings

Click the Save Settings button

Click the Configure button

Start the MeterApp Run by click on Run - Start
Sensors should turn green and samples should
Survey Controller should turn green

increment

If the sensors in the MeterApp do not turn green and receive readings, close the MeterApp using the
‘X’ in the upper right corner and let the MeterApp open again on its own.

ERT Support: 800-999-6990
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Troubleshooting Serial (COM Port) Connections
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If the MeterApp does not turn green:
o Verify the COM Port and Baud Rate are correct on the Data Input Settings tab of the MeterApp
¢ Close the MeterApp by clicking on the ‘X’ in the upper right corner and let the MeterApp launch on its

own

o Verify that the COM Port assigned in Device Manager is the
same as labelled on the outside of the SmartGateway.
o Click the Windows Search Icon in the lower left corner of

the screen

o0 Type ‘Device Manager’ in the search bar and press enter

0 Expand the ‘Ports (COM & LPT) section. The COM
Ports that are assigned will show in the list.

0 When the connection is made on the Smart Gateway,
Device Manager should display the COM Port assigned

for that instrument connection

File

& Device Manager

== HmE =

Action  View Help

~ 8 DESKTOP-I29DRAL

4] Audio inputs and cutputs
€} Bluctooth

[ computer

s Disk drives

5@ Display adapters

&F Firmware

Fid Human Interface Devices

= Imaging devices

E= Intel(R) Dynamic Platform and Thermal Framework
£ Keyboards

@ Mice and other pointing devices

If the MeterApp turns green and Survey Controller shows ‘No Data’ in the

latest reading column:

o Verify that the MeterApp is configured to send to the correct Survey
Controller Listening Port
e In Survey Controller, verify the Listening Port

e Click on Run and select Preferences

ERT Support: 800-999-6990

Under the Data Stream Settings, make note of
the listening port. This port will be 6991 by

default

Unlock the MeterApp

Switch to the ‘Interoperability’ Tab
Verify that the TCPStreamTwo IP is set
to 127.0.0.1, the port is 6991 and there

is a checkmark in the ‘Send’ box

Click the ‘Save and Configure’ button

Fun | MeterApps  Lifeline

Mew Run 3

Save As Template...

| Preferences... . |

b

Exit

Survey Controller Preferences

— MeterApp Settings

Max Restarts: |5[:- 3:

— Diata Stream Settings

Listening Port: ||3551 3:

=100 x]

File Edit Run Admin Help
"NONE | NONE | NONE | Data Input Seftings | Meter Settings | Log | InerCperabity | «[ + |
I" Only Send One Alarm To Services U

— Teplp Stream Settings
|P Address Port:

12700, o0

~ Addtional Services
" Agaregator

IF Ackﬂequired Lonnecied —Tn'age

I Status

TepStream Two IP

|127.D.D.1 6991

APLK

H Triage
WV Send IT | Gonriecizd Client K
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Using the USB Ports to Connect Instruments — Serial to USB (i.e., DustTraks)

Section 5 of this guide outlines how to directly connect a RAE Host to the Smart Gateway USB
port and configure a run in Survey Controller.

When connecting an instrument using a Serial (RS-232) to USB connection, the Laptop inside the Smart
Gateway will assign a COM port number for that connection. If using both USB ports on the Gateway or if
using a USB splitter to add instruments, it is important to only connect one instrument at a time in order to
identify which COM port is assigned to which connection.

y -_ Hardware Note: Only certain Serial (RS-232) to USB connectors will work. If the
f \ connector is not automatically assigning a COM port number, try another connector.

f'_ The connector should be FTDI compliance and use a Virtual Com Port Driver. The
driver that is already loaded on the laptop in the Gateway should be sufficient when used
with the proper connector.
-

& Device Manager

File Action View Help
= D HEH=B
v «® DESKTOP-I29DRAL

1. Open Device Manager - BEFORE CONNECTING the
Serial to USB cable to the Gateway

e Click the Windows Search Icon in the lower left i Audio inputs and outputs
corner of the screen g Bluctatth
‘ . 3 - Computer
o Type ‘Device Manager’ in the search bar and = Disk drives
press enter m D.lspla)r adapters
. , ) i Firmware
o Expand the ‘Ports (COM & LPT)’ section. The f) Human Interface Devices
H H H Tz Imaging devices
COM Ports that are already aSSIgned WI” ShOW In _|tl Intel(R) Dynamic Platform and Thermal Framework
the list. Make note of which COM ports are £l Keyboards

@ Mice and other pointing devices
[ Monitors
5 Network adapters
' Other devices
~ 3 Ports (COM 8L LPT)
ﬁ Arduino Leonardo (COM4)
ﬁ Communications Port (COMT)
E USE Serial Port (COM3)
™= Print queues

already assigned.

KEEP THIS WINDOW OPEN

2. Connect the instrument to the ‘Serial to USB Cable’ and
connect the USB end to one of the USB ports on the Smart Gateway.
o DustTrak Note: Since the DustTrak connection is USB and the Smart Gateway connection is
USB, a Female to Female DB9 Null Modem cable must be used between two Serial to USB

connectors.
v @ Ports (COM & LPT)
¢ When the connection is made on the Smart Gateway & Arduino Leonardo (COM4)
(USB cabile is plugged in), Device Manager should 8 Communications Port (COMT)
display the new COM port assigned for that = USE Serial Port (COMS]
instrument connection. Make note of the new COM I': USB Serial Port (COM?7)
Port. :

3. From this point forward, the steps are the same as outlined in Section 1.
e Add a custom LINC number for COM7 (LINC 1007) to Survey Controller
e Start a Run in Survey Controller
¢ Unlock the MeterApp, Stop the MeterApp Run and configure it for COM7 and the
instrument-specific baud rate
o Start the MeterApp Run. Sensors should turn green and samples should increment...
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Using the Ethernet (RJ45) Port (SPM Flex)

1. Verify that the Ethernet Port is configured as LAN
e Login to the Cradlepoint and navigate to Networking — VLAN Interfaces (Refer to the table
above for login information for the Cradlepoint modem)

VLAN Interfaces

&2 Add & Edit £J Remove
O 7 i S == B
wan 1 WAN
lan 2 LAN u2u

o Look where port OU is configured. Ifitis in the LAN section, the Ethernet Connector is set to
work for an instrument connected to the external Ethernet port (i.e., SPM Flex). If the OU
port is missing or is in the WAN section, see the Internet Sources section below for details on
configuring the Ethernet port to have OU in the LAN section.

2. From this point forward, the steps are the same as outlined in Section 1 EXCEPT, the instrument will
be using an IP Address instead of a COM port in the ‘Data Input Settings’ tab of the MeterApp and
the custom LINC number will be the last three digits of the Flex’s IP Address.

e Add a custom LINC number for the Ethernet Port to the Equipment Inventory in Survey
Controller. Use the last three digits of the SPM Flex IP address as the LINC number. For
Example, an SPM Flex with an IP address of 192.168.3.150 would have a LINC of 150
added to Survey Controller. An SPM Flex with an IP address of 192.168.3.142 would have a
LINC of 142 added to Survey Controller, etc.

e Start a Run in Survey Controller

¢ Unlock the MeterApp, Stop the MeterApp Run, and configure the ‘Data Input Settings’ tab
as shown % SPM Flex LINC 150 ERAERT231 Wifi - Safe Environment Engs

e Configure the MeterApp to use the IP Address

e Inthe LINC Setting section, verify the SPM
Flex’s IP Address in the ‘Meter’s IP Address’

File Edit Rum Admin Help

SEECAM | Training | Hydrogen Cysnids (HCN)  Data Input Settings

box LINC Seftings

e  Enter port 502 for an SPM Flex s T 2] - wanor
e Remove the checkmark from ChkBat-Sig e st B nndl e
e Configure GPS as shown [i52 1683150 B w3 e
e Click Save and Configure L S TR T [T T
e Start the MeterApp Run IP Pert Cornected
e  Click Run - Start ey B r

W GetGPS ™ LogGPS GPS Rety [60 =

Sensors should turn green and samples should increment.
Close the MeterApp and let it re-launch if the sensors don't turn green.
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Section 2 — Smart Gateway MeterApp

Safe Environment Engineering has developed a Smart Gateway MeterApp to monitor the performance of
the Smart Gateway. This MeterApp can be added to Survey Controller and allows for viewing Smart
Gateway performance metrics such as battery life, cellular signal strength and noise interference, CPU,
temperature, available disk space and memory use (RAM). Deployment Manager alarms and notifications
can also be configured on these metrics, and alert you when potential Smart Gateway performance issues
exist.

The Smart Gaeway MeterApp also contains some default alarm values for the battery, CPU temperature,
cell signal strength and noise interference. Other than the battery values, the other default values were
developed on deployments at large venues during high-attendance popular events. As such, those default
alarm values might not be representative of a typical EPA removal deployment. ERT and Safe Environment
Engineering welcome feedback on any observations about these performance metrics/alarms and how they
may differ during EPA responses, and what values were more appropriate for the response.

Smart Gateway Sensors

o Battery: Monitors the Smart Gateway battery life. A full battery is indicated by a reading above 16
volts. The MeterApp will turn Yellow to indicate a warning when the battery reading falls below 14 and
red when the battery reading falls below 12.

e Signal: Monitors the cell signal strength from the e T P Admm felp
SIM Card See the graph|c and diSCuSSlOn beIOW SmartGateway Chart Al CAP Alet RadResponder GPS SEECAM Training battery cellsig diskspad
e . - . Smart - Gat

for additional information signal strength. The — T mar - ey
default values will turn the MeterApp sensor yellow For 13.94 V  low=14 high=12
when signal strength falls below -75 and red when Signal -70.00 dBm low=-75 high=-80,07:36:05
signal strength is below -80. Rule of thumb is a bl S-SRl R o= g =

. . . . CPU Core #1 87.8 2F low=155.2 high=164.9 (86 }
lower negative number is better. Information is CPUCore #2  87.8 ©°F  low=155.2 high=164.9 (86 ]
also provided on time of the last acquisition and CPU Core #3 91.4 °F  low=155.2 high=164.9 (89.4
which cellular carrier is being utilized. CPU Core #4 89.6  °F  low=155.2 high=164.9 (91.9

Used Memory 1.5 GB Percent used = 38.5
. . . . Available Memory 2.4 GB
¢ SINR: Signal to noise ratio. Sometimes you can Used Space 268 %
have a great signal strength but still have bad EINF_-_
bandwidth. This can happen when there is a lot of ’
cellular noise. Usually a range of +7 to +20 is e VSIS I
. . . { F. SafeErvironmentEngineeringMeterApp

good. Zero or negative is bad. See the graphic e ml = e e
and discussion below for additional information on - = &

SINR.

e CPU: Monitors the temperature of the laptop CPU. There are 4 values — one for each of the quad-
processors installed. The MeterApp CPU sensor will turn yellow when temperature exceed 155.2 °F
and red when it exceeds 164.9 °F. These values are based on the highest operating temperature for
the processor of 194 °F. The default alarm values are yellow at 80 percent of 194 °F and red at 85
percent of 194 °F.

o Used Memory: Displays the amount of RAM being used. This is informational and MeterApp alarms
cannot be configured on this value. The motherboard has a total of 4GB RAM.

¢ Available Memory: Displays the amount of RAM available. The motherboard has a total of 4GB RAM.
MeterApp alarms can be configured on Available Memory.
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o Used Space: Displays the amount of hard drive space used. The Smart Gateways have a 60GB hard
drive. Alarms can be configured on the percentage of disk space used. Viper Survey Controller stores
‘raw and compiled’ data locally on the hard drive. Assuming that Survey Controller was pushing data to
Deployment Manager, it is recommended that when a deployment is completed, the files stored locally
on the Smart Gateway be deleted from the hard drive. If data was not transmitted to Deployment
Manager, copy these riles off of the Smart Gateway and store them as needed. The files are located in

C:\Program Files (x86)\Viper\Viper Field Survey Controller\Data.

Additional Signal and SINR Information

The graphic her can be used as a reference for
understanding the Signal and SINR values. Use these
values together when deciding where to deployment
instruments. The SINR values can vary significantly
depending on the venue of the deployment. For instance,
the SINR may bounce from +10 to =10 in stadium
environments with large crowds recording opening
ceremonies, etc. Be patient and see if fluctuation settles =10
down before choosing to relocate equipment. 6 to 10
0to5

-86 dBm to -100 dBm | Fair

Signal Strength
>-70 dBm |Excellent

SINR Value Throughput

Troubleshooting the Smart Gateway MeterApp

The Smart Gateway MeterApp will automatically launch each time the gateway is powered up.

Open Hardware Monitor: The Smart Gateway MeterApp obtains its

information from another program called ‘Open Hardware Monitor’. This =1
program runs automatically on the Smart Gateway. If this program is L& p

accidentally stopped, the MeterApp will not be able to obtain metrics. To b

restart the program, a shortcut can be found on the desktop of the Smart ) ki

Gateway laptop in a folder called ‘Meters’. An icon will be minimized in the

tray when the program is running.

If the Smart Gateway MeterApp is not reporting all of its sensors
(see Smart Gateway Sensors section above), there are some
settings that might not be set in the Open Hardware Monitor.

Aty 1D

(R | Y )
asv

GPS OFF _ Dataln 18 £ Samples. 18 Runidd hh.mm.ss) 00.00.00.23

WtGaewdy Chet Ml CAP Mlei FadResoonder GPS  SEECAM Traning betlery celsip dskspace memary sinr
Smart - Gatewav
sensor reading unit other
battery 158 V  low=14 high=12
Signal -73.00 dBm low=-75 high=-80,11:45:33 Verizon mdm-fcecf08b
160 dB  low=0 high=-7,
[ |

] Ngreace

incident
UNC Signal
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To open the Open Hardware Monitor, click the » in the taskbar to expand the
list of icons. Right-click on the Open Hardware Monitor icon and select
Hide/Show.

Under Options, make sure there is a checkmark in the Start Minimized and
Minimize To Tray, and Remote Web Server is set to Run.

US EPA Environmental Response Team
User Manual For

Viper - Smart Gateway

Exit

a Open Hardware Monitor

File View Help
!

v Start Minimized

¥ Minimize To Tray|

Minimize On Close

Run On Windows Startup

Temperature Unit

Plot Location

Log Sensors

Legging Interval

I Remote Web Server

Arduino Board: The battery strength is obtained from an Arduino board in the Smart Gateway. If the
programming for this board is changed or corrupted, the battery signal strength will not be available.

ERT Support: 800-999-6990
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Adding the Smart Gateway MeterApp to a Survey Controller Run

The metrics in the Smart Gateway MeterApp can be added to a Survey Controller Run. This enables you to
request Deployment Manager alarms and notifications to be configured on those metrics so you can be
alerted when things such as the Smart Gateway battery level are decreasing or internal temperature is

increasing.

NOTE: Itis HIGHLY RECOMMENDED to use Survey Controller's ‘Reading Interval’ feature when adding

the Smart Gateway MeterApp to a run. Each ‘sensor’

in the MeterApp collects readings every second. By

specifying a reading interval in Survey Controller of perhaps 5 minutes for the Smart Gateway MeterApp,
you will greatly reduce the number of readings recorded. Refer to the Viper User Guide — Section 3, Part E
for additional information on configuring readings intervals in Survey Controller.

1. Modify the MeterApp to work in Survey Controller
o Open the Password Generator program located in the ‘Meters’
folder on the desktop. The program name
Generator Plus.EXE.
¢ In the Smart Gateway MeterApp, click

on Admin and select Unlock. Enter
the code displayed in the password
generator.

5/18/2018 =]

seeicbrne.net =

is SEEPassword

[&it]

B SmartGateway - Safe Environment Engineering Version (4.4.1.5) LibVersien (23.4.1.3)

File Edit Run [Admin] Help

~ Meter And Connection Settings Tabs

Log Tab

P Alet RadResponder GPS  SEECAM Training battery cellsig diskspa

Smart - Gatewav

Interoperability Tab reading unit other

16.39 V low=14 high=12

Hide
ReGetSensorServerActivitylD

INTEROPERABILITY SETTINGS

e Switch to the InterOperability tab
Enter a TcpStreamTwo IP of 127.0.0.1
o Enter a Port of 6991 for TcpStreamTwo IP
e Put a checkmark in the Send box for
TcpStreamTwo
e Click Save and Configure

ERT Support: 800-999-6990

a X

B SmartGateway - Safe Envirenment Engineering Version (4.4.1..,

File Edit Run Admin Help

diskspace memory  sinr Data Input Settings Meter Settings  Log InterOperability § -1

[ Only Send One Alarm To Services Until

Additional Services Checl|
[] Aggregator

Teplp Stream Settings
IP Address: Port:

Status
Connected

[ Send

AckRequired Triage

— [] Triage APIKey [
TepStreamTwo 1P 5 s Cliertt Key |:
127001 6991 Send neas i

Name

MyState USA y
[ Send [ Automatic [ Use Demo Email |:
Usemame Password Group ContactPhone E
| | | | | hitps:/Ariage-data net.Al
Oueie [ ]
Sensor Server Post Choices
[ Merts Readings In Background {slower connections) [ Tum OF Amay

hitp ./ /seeicbme net/caphandler/Handler ashe Puserid=S5afe Environment Engineering MeterApp

[] Use Proxy  Proxy Server I:I PPart l:l ProseyUN

[] ubPsend Readings  UDP Server
Save And Configure
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DATA INPUT SETTINGS

Switch to the Data Input Settings tab

Enter 192.168.4.1 in the GPS Default TCP IP

Enter 8024 for the GPS Port
Put a checkmark in Get GPS
Click Save Settings

Click Configure

STOP AND RESTART THE MeterApp

2. Verify the version of Viper Survey Controller

The Smart Gateway MeterApp is compatible with Viper Survey
Controller v1.5.3. It will not function correctly with earlier

Click Run in the MeterApp Menu
Select Stop
Click Run in the MeterApp Menu

Select Start

versions of Survey Controller.

Click the ‘Help’ menu in Survey Controller

If the version displayed is earlier than 1.5.3, the latest
version of Survey Controller must be installed

US EPA Environmental Response Team
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SEECAM Twrey laleyy ey idmgpas

L. Saifrgm
e w B P For o Lew T
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- B2 Por. Bl Temewd
I3 ¥ LA

e TR o

a1

B Smarthatewa
B SrartGateway ]
| File Edit [Run hile  Edit JEEHS
Start Start
Stop Stop
ReConfig ReConfig

Help

Ernail: ERTSupport@epa.gov
Phone: (800) 999-6990
Version: 1.5.3.0

First Un-Install the existing version of Survey Controller

Refer to ‘Section One — Part B’ of the Viper User Guide for instructions on installing Viper Survey

Controller
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3. Add the Smart Gateway MeterApp to a Survey 2. Fun Configuration Wizard o x

Controller Run s “Add = k.~ e “Famors’” btors bk, packy the coipaston of sech
e Start a run and click ‘Add’ on the LINC i %

Merg veth sach LINGs name § 8.~ 387 you'll abea nesd e kegw wiveh Galevwary 8

Conﬂguratlon window mT&a,NMMLuMm ViR o ol Cielular Pestwesete b communacate
LING Cordiparstion
LINC Blame  refssmand Ealerwiry Cawre= Mada

=]

o Select the ‘Generic Cap Stream’ radio LINC Configuration

button
LINC Type:

() Lifeline | (®) Generic CAP Stream

¢ Click on ‘SafeEnvMonitor.xml
(SmartGateway)’ in the CAP Streem

Source box
e Click OK
Note: If the SafeEnvMonitor.xml file does el s E0E e Snwc Moty
not show in the CAP Stream Source box,
make sure the Smart Gateway MeterApp is Cancel
running.
2 VIPER: Survey Contraller - x
Run  MeterApps  Lifeline Data  Viper Server  Help
¢ Add any additional LINCs/Instruments for Active Fun- Started:  4/24/2019 52308 P
the run and start the run S Recorded Runtime:

Doy 00:00:30

S ollN

Stopped: n/a
Instrument/LINC Status  |nstrument Cluster Status
MName Instrument Gateway Mode  GPS Last Reading Comment
O 3001 SmartGateway Bdemal Cellular Mobile 1 second(s) ago SmartGate

Deployments (49) Unassigned Runs (0) Archive Admin Help

USEPA ERT NJ - Dev/Test Deployment (it
All Times Eastern, DST Observed

The Smart Gateway Sensors will o
be displayed in Deployment '

Description:
Manager. Alarms and
notifications can be set on the
Smart Gateway sensors.

~ | Instrument

Connection | Location battery | Signal | SINR | CPU Core #1 | CPU Core #2 | CPU Core #3 | CPU Core #4 | Used Memory | Available Memory | Used Space | Received

'] 7200| 0.80 105, 107.6 107.6 107.6 1868 21GB 133:6 % | 472472019
m| d8 228PM

ERT Support: 800-999-6990 Page 26



US EPA Environmental Response Team
User Manual For
Viper - Smart Gateway

Section 3 — Smart Gateway WiFi and Security

Unlike traditional gateways, the WiFi signal on the Smart Gateway is configured on the Cradlepoint Router.
There are also two (2) WiFi radio frequencies — 2.4 GHz and 5 GHz. The primary differences between the
2.4 GHz and 5 GHz wireless frequencies are range and bandwidth. 5 GHz provides faster data rates at a
shorter distance. 2.4 GHz offers coverage for farther distances, but may perform at slower speeds. Both
frequencies are configured by default to broadcast EPAERT1.

Disabling/Enabling WiFi

Follow the steps below to enable or disable WiFi on the Smart Gateway.

NOTE/Caution: If the Smart Gateway has no SIM card and you disable the WiFi, you will have to
hardwire a keyboard, mouse and monitor (or use the touch screen) to use the internal laptop to
login and access the Cradlepoint.

cradlepoint
1. Connect a laptop to the EPAERT1 network and open a browser Nei:(]oud
(Chrome is preferred).
2. Navigate to https://192.168.4.1 ¥ LOGIN
3. Enter the User Name and contact ertsupport@epa.gov to obtain the
password e e o
Username: admin options.

User Name:

Password:

cradlepoint

NetCloud

M QUICKLINKS

DASHBOARD

4. Navigate to Networking.
5. Select Local Networks.
6. Select the WiFi Radio (#1 or #2)

CONNECTION MANAGER

.-
A\ STATUS
@&

* Local Networks
WiFi Radio #1 (2.4 GHz)
WiFi Radio #2 (5 GHz)
Ethemet Ports
Hotspot Services
DHCP Server
Local IP Networks
MAC Filter & Logging

If you want to enable/disable ALL radios, select the main

Enable/Disable buttons. However, if you want to enable or Wireless Radio: W
disable individual radios, follow the steps below

(recommended).
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7. Select the EPAERT1 WiFi Name (SSID).

8. Click Edit.

User Manual For
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Wireless Radio: @

Wireless Access Points / SSIDs

/ Edit

[] epaert

7% Duplicate Settings

WPAZ2 Personal (AES)

9. Toggle Enables on or off by removing/replacing the checkmark. Click the ‘Save’ button.

£X EPAERT1
Configuration

€} EPAERT1

WiFi Name (SSID): | EPAERT1
Hidden: []
Isolate: []
WMM: (A4
Security Mode:  WPA2 Personal
WPA Settings

WPA Password: | ssessssssssssssasssersasasasssnses
Re-key Interval: | 3600

Protected Management Frames:  Disabled

Minimum Bitrates: [4 1Mbps [ 6Mbps [ 24Mbps

Cancel Save

[2 1>

WiFi Name (SSID). EPAERT1
Hidden: [
Isolate: []
WMM: (A
Security Mode: WPA2 Personal

WPA Settings

WPA Password: | sesssssssassssssssssssssssnnssense
Re-key Interval: 3600

Protected Management Frames: Disabled

Cancel Save

Minimum Bitrates: [ 1Mbps [ 6Mbps [/ 24Mbps

ERT Support: 800-999-6990
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Changing WiFi Network Name (SSID) in the Gateway

Caution — this is an advanced task and could render a Smart Gateway unable to communicate with
standard EPA LINCs.

LINCs connect to the WiFi network, so changing the WiFi network of a Smart Gateway will require the
LINCs to be changed to match the new WiFi network name. It is recommended that the LINC SSIDs be
changed before the Smart Gateway SSID.

It is important to label the Gateway with the new SSID to avoid confusion and assist with reconfiguring the
Gateway back to EPAERT1 as necessary.

1. Verify your computer is connected to the Smart Gateways WiFi network (EPAERT1 by default).
CAUTION: Remember to change the SSID on the LINCs before changing the SSID of the
Gateway. Refer to the Viper User Guide, Section Seven — Part C: Changing the WiFi Name
(SSID) on a LINC.

2. Open a browser (Chrome is preferred), navigate to cradiepoint
https://192.168.4.1. NetCloud

3. Enter User Name and Contact ertsupport@epa.gov to ¥ LOGIN
obtain the password

Please enter the administrator
password to access settings and

User Name: admin options.

User Name:

Password:

cradlepoint

NetCloud

4. Navigate to Networking. M QuICK LINKS

DASHBOARD

5. Select Local Networks.

6. Select the WiFi Radio (#1 or #2).

Note: LINCs can connect to either 2.4 GHz or 5 GHz, but they
typically connect to the 2.4 GHz network which has a longer ditcclictno

WiFi Radio #1 (2.4 GHz)
ra nge - WiFi Radio #2 (5 GHz)
Ethemet Ports

.-
A\ STATUS
@&

Hotspot Services
DHCP Server

Local IP Networks
MAC Filter & Logging
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™

o

o

; gﬁ(l;ekcéz]izoi?AERT1 WiFi Name (SSID). Wireless Radio:  [JiEiEN

Wireless Access Points / SSIDs

/' Edit | £ Duplicate Settings

B EPAERT1 WPA2 Personal (AES)
9. Enter a New SSID Name. | L NEW SSID
10. Click Save. Configuration
WiFi Name (SSID): | NEW sSiD) |
Hidden: []
Isolate: []
WMM: B4
Enabled: (4

Security Mode: | WPA2 Personal

WPA Settings

WPA Password.  ssesssssssssssssssassasssnssssnnss | I
Re-key Interval: | 3600

Protected Management Frames: | Disabled

Minimum Bitrates: [ 1Mbps 1 6Mbps [1 24Mbps

Cancel Save
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By default, the Viper Smart Gateways are configured with an SSID of EPAERT1 and require a security
password. There may be some instances when having an ‘open’ WiFi connection is desirable (e.g., a LINC
is not security enabled and cannot connect to the EPAERT1 network). In this instance, Wireless Security
Settings can be modified n the EPAERT1 Smart Gateway Cradlepoint to unsecure the WiFi network.

1. Connect to the EPAERT1 network.

2. Open a browser (Chrome is preferred), navigate to https://192.168.4.1.
3. Enter User Name and contact ertsupport@epa.gov to obtain the

password.
User Name: admin

4. Navigate to Networking.
5. Select Local Networks.
6. Select the WiFi Radio (#1 or #2)

7. Select the EPAERT1 WiFi Name (SSID).

8. Click Edit.

ERT Support: 800-999-6990

=
A\ sTATUS
@

cradlepoint

NetCloud

b LOGIN

Please enter the administrator
password to access settings and
options.

User Name:

Password:

cradiepoint

NetCloud

QUICK LINKS
5 DASHBOARD

CONNECTION MANAGER

= Local Networks
WiFi Radio #1 (2.4 GHz)
WiFi Radio #2 (5 GHz)
Ethemet Ports
Hotspot Services
DHCP Server
Local IP Networks
MAC Filter & Logging

Wireless Radio:

e

Wireless Access Points / SSIDs
% Duplicate Settings
B 550

EPAERT1

WPAZ2 Personal (AES)

Page 31



US EPA Environmental Response Team
User Manual For
Viper - Smart Gateway

9. Under Security Mode, select ‘Open’. | &% EPAERT1

10. Click Save.

WiFi Name (SSID): | EPAERT1

Hidden: []
Isolate: [
WMM: A4
Enabled: 1
ooyt Moded| WPA2 Personal
WPA Se‘ttings WPAZ2 Personal

WPA | WPA2 Personal
WPA2 Enterprise

WPA / WPA2 Enterprise
WEP Auto

Protected Management Frames

WPA Password:

Re-key Interval

Minimum Bitrates: [ 1Mbps [ 6Mbps [1 24Mbps

Cancel Save

Enabling WiFi Security

o Follow steps 1 through 8 above to navigate to the Security Mode option
o Select WPA2 Personal for Security Mode

e Assign a WPA Password of. Contact ertsupport@epa.gov to obtain the password
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Section 4 — Cradlepoint GPS Settings

The GPS on the Cradlepoint acts like an independent ‘client’ and delivers GPS to all of the Meters
that are connected. If the Cradlepoint can’t see the satellites, GPS will not be provided.

To verify that you are getting GPS and to see the number of satellites, login to the Cradlepoint and
navigate to STATUS | GPS. The screenshot below indicates that the Cradlepoint successfully

acquired GPS Signal.

cradlepomnt

NetCloud

M QUICK LINKS

£ DASHBOARD
®. CONNECTION MANAGER

A

> Intemet
Local Networks
Client List

» Tunnels

» Firewall

» Routing
GPIO
Ethemet
GPS
NTP
Sysiem Logs

A\ Status = GPS

Last Fix Detail

Satellites: &5

Age: 1s

Latitude: 40.51
Longitude: -74.36
Speed: 0 mph
Heading: 71.1° - E
Altitude: 202 ft

See |ocation on Google Maps

NOTE: The GPS Antennae must be fully attached to the Cradlepoint to receive GPS. If you are not
receiving GPS, unscrew the GPS antennae and then reattach it.

Troubleshooting the Cradlepoint GPS Settings

This screenshot indicates that the Cradlepoint has not successfully acquired GPS. The following
steps should be followed to make sure that GPS is correctly enabled on the Cradlepoint.

cradlepomt

NetCloud

M QUICK LINKS

£ DASHBOARD
®» CONNECTION MANAGER

A

»  Intemet
Local Networks
Client List

» Tunnels

»  Firewall

» Routing
GPIO
Ethemet
GPS
NTP
Sysiem Logs

ERT Support: 800-999-6990

A\ Status > GPS

GPS Status Information

Attempting to obtain a GPS5 fix._..
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¢ To make sure GPS is enabled on the Cradlepoint, navigate to Fid;ptnglo el

SYSTEM | ADMINISTRATION | GPS and make sure that
Enable GPS is checked.

t}§ System > Administration > GPS
NETWORKING

Global Positioning System S e

QUICK LINKS

T DASHBOARD

CONMNEC TION MANAGER

STATUS

| Enable GPs: [A]

Administration
Router Security

MNote: Some carriers disable GPS support in otherwise supported 1|

Remote Admin

Feature Licenses

Enable GPS Lock LED: k1 System Clock
Local Management
Enable GPS Keepalive: [] GPs
sms
TAIP Vehicle 1D # | 0000 Sl et
Router Services

Temperature

e There should be one entry under the ‘Send to Clients’ section of that screen.

Send to Client(s)

© Add

[1 GPS Enabled 8024 NMEA
—

o Put a checkmark in the entry and click ‘Edit’. Add or Edit GPS page 1 of 3 settings should be
set to:

£ Add or Edit GPS 00

Server Details
Enable this Server: |4

o Check in Enable this Server
Server Name: | GPS

Enable GPS LAN: (A
o Server Name — GPS PR ot

Enable GPS server on WAN: [

Port: | 8024

o Check in Enable GPS server

on LAN

o Check in Enable GPS server
on WAN

o Port: 8024
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0 Choose Language = NMEA

0 Check in Report NMEA GGA

sentences

Default Time Interval (seconds) = 2

Stationary Distance Threshold
(meters) = 20

Everything else = 0

Click Finish

US EPA Environmental Response Team

Add or Edit GPS page 2 of 3 settings should be set to:

User Manual For
Viper - Smart Gateway

X Add or Edit GPS

Language Settings
Choose Language:  NMEA

Include System ID: []
Prepend System ID: []
Report NMEA GGA sentences: [

Report NMEA RMC sentences: [|

Report NMEA VTG sentences: [

20f 3

L2 X%]

Back Next

Add or Edit GPS page 3 of 3 settings should be set to:

£ Add or Edit GPS

Reporting Intervals

Default Time Interval (seconds) 2

Stationary Time Interval
(seconds)

Stationary Event Threshold
(seconds)

Stationary Distance Threshold 20
(meters)

Distance Interval (meters): | 0

L2

o
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Section 5 — Internet Sources
The Smart Gateway supports acquiring internet access via a SIM card, WiFi Source or Ethernet Source. If
the source of the internet access is behind a router and/or uses a private IP Address (vs. a Public/Static IP
Address), Survey Controller running on the internal laptop will still be able to push data to Deployment
Manager. However, remote administration of the Gateway will not be possible and remote administration of
the internal laptop will not be possible without using 3 party software such as ‘Go To Assist’, Adobe
Connect, etc. As such, it is recommended that the primary internet source for the Smart Gateway should be
a SIM card with a Public IP Address. Purchasing this type of SIM card can be done by contacting your
Regional Working Capital Fund Coordinator and requesting a SIM Card with a Public/Static IP Address.

The steps below are considered Technically
Advanced and should be performed with caution. Itis
recommended that the Cradllepoint Router Configuration -

ﬁtptm("floud

be saved before making these changes. % comNEcTIoNMANAGER
A\ sTATUS
- Login the Cradlepoint Gateway to backup the
current configuration ® werworkme
= Open the System Menu B SECURITY Manual NCOS Upioad

- Open the System Control Menu L

- Select NetCloud OS

- Click Download Settings under the ‘System Config
Save/Restore section

Internal SIM Card

This Gateway carries Firmware for AT&T, Verizon, and Sprint. It auto-detects which carrier's SIM is
inserted and switches to that version Firmware automatically. There is no need to ‘flash’ the Gateway
iffwhen switching between carriers. You can see which firmware is selected by logging into the Cradlepoint
and navigating to SYSTEM | SYSTEM CONTROL | FIRMWARE.

For additional information on Interpreting LEDs on the Gateway, see the Antennae & SIM Cards section
of this guide.
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External WiFi Source

If cell service isn’t available but a WiFi connection is available, the Cradlepoint in the Gateway can be
configured to use the WiFi as its source of internet and data will be pushed to Deployment Manager.
However, if the WiFi network assigns a private IP Address to the Cradlepoints, runs must be configured on
the internal laptop or on another laptop connected to the EPAERT1 network. Also, if the Cradlepoint
receives a private IP address, remote administration of the Cradlepoint is not possible.

The following is a list of private (and reserved) IP Address Ranges:
= 10.0.0.1 to 10.255.255.254
= 172.16.0.1 to 172.31.255.254
= 192.168.0.1 to 192.168.255.254
* 100.64.0.1 to 100.127.254.254

Follow the steps below to configure the Cradlepoint to use a WiFi as its internet source:

Login to the Cradlepoint and navigate to NETWORKING — WiFi as WAN, or Client
Under Radio Settings, in the WiFi Client Mode select WiFi as WAN and click Save
Scroll down to Site Survey and click Refresh

Highlight the SSID you want to use as your internet source and click IMPORT
Enter the security password (if applicable) and his SAVE

Scroll up and that Network should now be in the Saved Profiles

Navigate to Connection Manager and select Devices

The WiFi profile should be listed — you might have to scroll down to see it
Highlight the WiFi profile and drag it to the top of the list so it is the first priority
The WiFi profile should now show ‘Connected’ in the CONDITIONS column

If the WiFi profile does not show ‘Connected’ in the CONDITIONS column, see the section
below on Troubleshooting Internet Sources

Ethernet Connection — Hard Wired

The Ethernet’'s connection can be configured for WAN (Hard Wired Internet) or LAN (for SPM Flex or other
Ethernet instruments) and specifically the OU (zero U) VLAN Port must be moved to either WAN or LAN
depending on what you need the Ethernet connection to do.

Internally in the Gateway, we are modifying the behavior of the RJ45 plug in the Cradlepoint that is right
next to the brass antennae fitting. The other RJ45 cable that is closest to the power cord on the Cradlepoint
goes to the internal laptop’s Ethernet port.

Follow the steps below to configure the Cradlepoint to use an Ethernet connection as its internet source

VLAN Interfaces
&) Add Z Edit £ Remove
wan 1 WAN

lan 2 LAN U 2U
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Login to the Cradlepoint and navigate to NETWORKING | VLAN INTERFACES
e Look where port OU is. Ifitis in LAN, the Ethernet Connector is set to work for an SPM Flex or other
Ethernet-connected instrument. The OU port needs to be configured as WAN for the Gateway to
obtain internet via Ethernet.
e To move the port to WAN, put a checkmark in the LAN box and select EDIT.
o Check Port 0 and remove it. Say Yes to confirm and click Save
e Back at the VLAN INTERFACES

window, put a checkmark in WAN and 3 Edit wan oo |
select EDIT. e
e Add Port 0 with a mode of Untagged visda Topae
and click SAVE
e Click Save again. Configured Ports
Z Edit £) Remove
& Pt [me |
Port 0 (Ethernet WAN) Untagged
Gancel

¢ Navigate to Connection Manager and selected DEVICES
Scroll the list until you see the Ethernet profile and drag Ethernet to the top of the list
0 The Ethernet profile should now show ‘Connected’ in the CONDITIONS column

If the Ethernet profile does not show ‘Connected’ in the CONDITIONS column, see the section
below on Troubleshooting Internet Sources

Troubleshooting WiFi and Ethernet internet sources

After modifying the Cradlepoint to use either a WiFi or Ethernet source and the profile doesn’t show as
‘Connected’, try the steps below until the profile displays as ‘connected’.

o Remove the checkmark in the Availability column from all other profiles — except for the one you
want to use

WAN Device Interface Profiles & Priority

€ Add

Availability
Profile Name Conditions
v G| |0 O] ¢

B .|||A Modem-8619763b type is Modem + tech is LTE/3G + uid is 8619763b ¢ A
B .I||, L internal LP6 (SIM2 - Verizon) (Connected) Q
1] Ethemet-wan type is Ethemnet + uid is wan O
& & by (Unplugged) ]
] Ethemnet type is Ethemet a
] WWAN-54:b8:0a:de:04:26 type is WWAN + uid is 54:b8:0a:de:04:26 °
=: WiFi as WAN type is WWAN o v

e Wait a minute or two to see if the profile changes to connected. If not, continue to the next steps.
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¢ Modify the Gateway Subnet Mask temporarily.

(0]

OO0OO0OO0OOOOO0OO0OO

Navigate to NETWORKING — LOCAL NETWORKS - LOCAL IP NETWORKS
EDIT THE PRIMARY LAN

SELECT Ipv4 Settings

Change the subnet mask from 255.255.0.0 to 255.255.255.0 and click Save
Navigate back to Connection Manager and select Devices

The profile should now show ‘Connected’ in the CONDITIONS column

Set the Subnet Mask back to 255.255.0.0

Navigate to NETWORKING — LOCAL IP NETWORKS

EDIT THE PRIMARY LAN

SELECT Ipv4 Settings

Change the subnet mask back to 255.255.0.0
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Section 6 — Directly connecting a RAE Host to the Smart Gateway

Overview

Since the Smart Gateway has a built in laptop, ProRAE Guardian (PRG) can be installed on the
laptop and the RAE Host can be directly connected to the USB Port(s) on the Smart Gateway using
a compatible Serial (RS-232) to USB connector. NOTE: See the hardware note on page 18
about the type of Serial to USB connectors that are compatible.

There are several advantages to running PRG locally on the Smart Gateway laptop:

e The ability to remote into the Smart Gateway laptop and see the status of ProRAE Guardian and
Survey Controller via Remote Desktop Connection (RDC) from any computer.

e By running Survey Controller on the Smart Gateway laptop, Survey Controller provides local
data storage in the event the Smart Gateway’s internet connection goes down.

Install ProRAE Guardian Software

Install ProRAE Guardian software on the Smart Gateway. When running the install, at the
‘Installation Options’ window, select ‘Custom Installation’. When you are prompted to install the
‘Guardian Web Application’ select ‘Cancel’.

Always verify that the Smart Gateway laptop time is correct for the time zone set

Attaching ProRAE Host to the Smart Gateway

1. Login to the Smart Gateway laptop (refer to Logging in to the Internal Laptop discussed

earlier).

2. Open Device Manager BEFORE CONNECTING the RAE Host |« @ ronsimamaer
Serial to USB cable to the Gateway. Click the Windows search L
icon in the lower left corner of the screen and type ‘Device : ekl

Manager’ in the search bard and press enter.
3. Scroll down to and expand the ‘Ports (COM & LPT) section. The COM Ports that are already
assigned will show in the list. Make note of which COM ports are already assigned.
4. Connect the ProRAE Host directly to one of the USB
ports on the Smart Gateway.
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5. When the connection is made on the Smart Gateway,
Device Manager should display the new COM port
assigned for that instrument. Make a note of the new
COM port.
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v @ Ports (COM &LPT)
@ Arduino Leonardo (COMS)

g Communications Port (COM1)

#@ USB Serial Port (COM7)

NOTE: When attaching new devices, do them one (1) at a time to make sure you know which Port

is assigned to which device.

Configuring ProRAE Guardian

Prior to starting a run in Survey Controller, there are several configuration changes that need to be
made in the Smart Gateways instance of the ProRAE Guardian software. The steps below out line

the changes that need to be made.
1. Open ProRAE Guardian.

2. Under Data Sources | PTM Tab, verify that the
correct Serial Port is selected. The Serial Port
should match the COM port identified in Device
Manager when the RAE Host was connected (step
5 above).

Note: if ProRAE Guardian started automatically,

you will have to hit ‘Stop’ to be able to select the
unit in the step below.

3. Click on View (depicted above) and select the
instrument IDs being deployed. Click OK.

ERT Support: 800-999-6990

P T [E | Modbus | Remote Dataln |

Select PTM Index 1 A

Settings
ISeriaI port: | COMG bt I

Baud Rate: | 19200
Unit IDs: View
Poll Master Interval(s): 2

Timeout{ms): s00

Max Retries: 3

[]auto Start
Remote Unit SleepfWake Up Start
[CJBroadcast on Alarm Alarm Setup
Unit Details x
Diagnostics
Elapsed Time: Start RF-Link Test
Mo Retry One Retry Two Retries Three Retries
1 [ 2 3 valws [vs A
W7z [ 8 [ o o[ 1 12
Mo v s w[ w[ =
[Tw[(a[al[a[lxa[]la
[T s 2 @[ 2] 2] =0
[T s [ 32 [ 33 sa[ 35 36
w8 wmn[ o[ a[ a
[T a3 [ s a5 [ a6 4 2
[ ao [ so [ sa [ s2] s3[ sa
M e M e M e ™ o ™ o0 ™ cn w4
Clear Al Expart
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4. Under Data Sources | Remote Data In tab, make

sure there is NO checkmark in ‘Cascade In Mode’.

5. Under Options | Data Options | Data Forwarding

6.

tab, place a checkmark in Cascade Out Mode and
enter Remote PC IP Address 127.0.0.1 and
Remote PC Port 9727. Put a checkmark in Auto
Start and click Set.

e Make sure there is NO checkmark in
’Enable Remote Viewers’

e |f you cannot change the Remote PC Port,
uncheck and then recheck the ‘Cascade Out
Mode’.

A logon screen appears after you have Set the Data
Forwarding Parameters. Enter the following logon
information:

Username: administrator

Password: XXXXXXXXXX

ERT Support: 800-999-6990
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'Data Sources' ®

[ Cascade In Mode}- Receive data from remote PCs

P’EM_T R.CST Modbus/l Remote Data In I

[ viewer Mode - View data from a remate PRG PC
Parameters (Remote PRG PC)
Remote PRG PC Address:

Remote PRG PC Port: | 9726

Parameters (Thiz PC)
Listen Port: | 9727
Enable Backup Port: | 8082
Max # of remote PCs: | 10

Enable User Authentication
[ aute Start

Start

==

Formats Alarm DEPYEINEIENE] Web Viewer Care Center Platform

[IEnable Remote Viewers - Allow remote Viewers to view data from this PC

Parameters (This PC)
Listen Port: 2726 Enable Backup Part: | 20
Max Viewers: | 32

(/] Cascade Out Mode - Send data to a remote PC
Parameters (Remote PC)
Remote PC IP Address: 127.0.0.1

Remote PCPort: | 9727

Enable User Authentcation

Username:

Password:

[] Auto Start}

Set Cancel

"; Logon ih]l

Some features require user logon, Please enter your username
and password below to access these features.

9 Always make sure you remember your password, The only way
to gain access to these features after losing user-defined
passwords is to re-install PRG and use the default administrator
account,

User Name: administrator

Password:
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7. Click on Data Sources | PTM tab and click [[o=te sources]
e I%a Modbus. | Remote Datain._ |

Select PTM Index 1

Start.

Settings
Serial Port: | COMS s
Baud Rate: | 15200
Unit IDs: View
Poll Master Interval(s): | 2

Timeout{ms): 800

Max Retries: i

[ auto Start
Remote Unit Sleep/Wake Up
[]Broadcast on alarm Alarm Setup

8. The instruments will now be displayed in the ProRAE Guardian software and will appear
online in the System Information window.

Status - Fault ~|Image +|UpdateTime ~|UnitiD  ~|SN v | Userlabell v 09/20/2019 1:44:43: Connected with Location Engine.
a ‘m 10:46:21 5 WO1A00002186 09/20/2019 10:42:10: SafetyMex started ...
o - 09/20/2019 10:45:50: PFTM: Open serial port &
i o e ¢ \WarAgaeosEs 09/20/2019 10:45:53: AreaRAE Pro[wO1A00000564) goes online,

059/20/2019 10:45:54: AreaRAE Pro[W01A000021386] goes online,

NOTE: For ProRAE Guardian to recognize instruments, those instruments must be set to the same
Network ID as the RAE Host. ERT/EPA uses a Network ID of 438.
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Configuring Viper Survey Controller

1. Open Survey Controller.

2. Re-register Survey Controller if this is the first run

?? VIPER: Survey Controller
Run MeterApps  Lifeline

Active Run:
nsa

P
Data || Viper Server I Help

Transmit Data to Server

Edit Registration Info...

for a new deployment.

I Re-Resister... I

3. Click on Run | Preferences. ; ey Controlle Preerences
. . . . r\ VIPER: Survey Controller
a. Verify the Listening Port is 6991 : it Veterrop Setings
b. Verify there is a checkmark in Allow Raan, [SRORE TN Neie B |
Generic CAP Streams. New Run 4 Dt Sean Setirgs
Sa'-"E Az TemplatE... Listening Port: 6991 =
Note: PRG instruments are added to Survey ; N e
. . y . references... ldle Waming: |30 =/ secondis)
Controller as ‘Generic CAP’ since a traditional dotme B[] sccond)
LINC isn’t being used. Exit
Allow Historical Data: [
Configuring PRG2CAP
1. Make sure Survey Controller is open.
a5 PRG2CAP - X
2. Open PRG2CAP. PRG
a. Verify the PRG Port is set to 9727 Pot: B21 )
b. Verify the CAP Host is set to localhost and the Port
is set to 6991 CAP
c. Click Start. Host- |Iocalhost
Port: 6391 |2
o e = Status: Ready.

localhost stem Information Laz*

= F]

951 - 08/20/2019 10:44:43: Connected with Location Engine,
09/20/2019 10e42:10: SafetyMex started ...

09/20/2019 10:45:50: PTM: Open serial port &

| Stop | 05/20/2019 10:45:53: AreaRAE Pro[W01A00000564) goes online.

09/20/2019 10:45:54: AreaRAE ProfW01AD0002136) goes online,
Ibﬂiiiiﬂi Count i‘-‘l 09/20/2019 1D:4T:54m

The Message Count displayed at the bottom of the PRG2CAP window should start incrementing. If
the Message Count does not start incrementing, return to ProRAE Guardian and make sure
Cascade Out... is in the System Information window and that the instrument data is updating
(currently being collected) in ProRAE Guardian.

Status: Running...
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Creating a Survey Controller Run with ProRAE Guardian Instruments

Generic CAP Streams are added when a run is being created in VIPER Survey Controller’s ‘Run
Configuration Wizard’. It is very similar to the way LINC/instruments are added.

1. Start a new run in Survey Controller.

2. After entering the Run Name and Description, in the Add LINC Configuration
LINC/Instrument dialog box, select ‘Generic CAP
Stream’ as the LINC Type. The instruments from e
ProRAE Guardian should appear, as well as any other O Leine | @ Generic CAP Stream|
Generic CAP streams, such as the Smart Gateway CAP Stream (BRI R TC R

MeterApp or the NOAA MeterApp (if running). LT Sl | PRGICAP - AreaRAE Pro - S/NWOTADD
W=l |PRGICAP - AreaRAE Pro - S/NWD1ADD

This list is updated in real-time as Survey Controller

receives data. If an instrument is missing, it may take a - <
few moments for PRG2CAP to receive that instrument’s
data from the ProRAE Guardian software. Wait until all Add a CAP Stream Source Manually...

desired instruments are listed.

Cancel

3. Select the desired instrument(s) using the ‘Control Click’
and/or ‘Shift Click’ allowing multiple instruments to be selected.

4. Click OK when the desired instruments are selected.

5. Click Next through the Survey Controller wizard and make any other necessary changes, such as
identifying the AreaRAE locations, selecting reading intervals, etc. (see Viper User Guide, Section
Three — Part E for additional information). When all changes have been made, click Finish. Answer
Yes to ‘Start Recording Data Now’.

Tips, Tricks and Troubleshooting

« RAE Systems has a service called ‘Care Center SVC’ that also listens in on Port 9727. If there is a
conflict, change the Port in ProRAE Guardian and PRG2CAP to 9728.

o If noinstruments appear when adding a LINC/Instrument, PRG2CAP is not sending CAP to Survey
Controller. The issue is either between the ProRAE Guardian software and PRG2CAP, or between
PRG2CAP and Survey Controller. Verify in ProRAE Guard | Systems Options that the data is
‘Cascading Out'.

« PRG2CAP also writes an error log next to its executable (.exe) for troubleshooting purposes.
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